
Information Security Officer

A little about Us

PayEye is a Polish fintech that introduces the safest and most convenient payment system based on
biometric technology using the iris of the eye. This is the next stage in the development of biometric
payments that replace the existing forms of user authentication. We are the first in the world to
introduce such a solution commercially, thus changing the clients&#39; approach to personal finances.
With payeye, one look is enough.

Our team is still developing, we are currently looking for an Information Security Officer.
Join us to build the most modern biometric payment solutions.

You will be

•  Develop and monitor access to all systems and maintains access control profiles on computer
network and systems. Track documentation of access authorizations to all resources
•  Work on determining acceptable risk levels for the enterprise and ensuring the IT
environments are adequately protected from potential risks and threats
•  Collaborate with internal and external stakeholders in order to deliver on business objectives
and to support operational activities for information security
•  Assist in the research, development, communication, maintaining and working with the
operational units on the enforcement of IT security architecture, strategy, policies,
procedures, standards and instructions
•  Oversee business continuity and incident response planning as well as the investigation 
of security breaches, and assist with disciplinary and legal matters associated with such
breaches as necessary
•  Support improved data security awareness and education
•  Responsible for staying abreast of the latest industry security practices and technologies
•  Deliver services that meet regulatory specifications. Work with internal and external auditors
to document and confirm that all security administrative duties are properly performed as
well as demonstrate overall compliance
•  Work independently and regularly handles non-routine situations

To be successful you will need

Bachelor’s degree in computer science or related field, minimum 5+ years of progressive
experience in information security and banking industry
•  Experience in multiple areas of systems and computer operations
•  CISA or CISM training required (nice to have certificate)
•  Knowledge of information security processes, procedures and controls (ISO 27001, ISO
27005, ISO 31000)
•  Strong Knowledge of the regulations and guidance issued (ex. PSD2, GDPR, etc.)
•  In-depth knowledge and experience in the following information security areas:
 o Vulnerability scanning and auditing tools
 o Mobile application security
 o E-commerce application security
•  Communicative Polish and English skills

Nice to have

•  Fundamentals of pen testing for software and hardware
•  Knowledge of OWAP ASVS 4.0 and OWASP WSTG v 4.1
•  Working knowledge of industry best practices (NIST, ISO, SANS, COBIT, CERT)

The Benefits
 
•  The possibility of development in a young, dynamic and goal-oriented organization,
implementing proprietary solutions using biometrics in payment systems
•  Participation in an interesting e-commerce project
•  Opportunities for professional development and raising your qualifications
•  Private healthcare
•  Multisport® card
•  Modern, well-equipped office in a pleasant location in Wrocław
•  Car and bicycle parking
•  Fruits


